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The past 100+ years of breathtaking innovation & beginning of 4th Industrial 

Revolution

Public

Mobile communications and computing have transformed human existence
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“We sit on the cusp of a revolution in Information…”

Public

Intelligence becoming 

augmented.

Big data becoming small.Data & information becoming 

instant.

Information is the communication or reception of knowledge
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Cloud-native 
& DevOps

Network slicing Distributed
edge compute

Central 
Cloud

Regional 
Cloud

Edge
Cloud

Analytics and 
automation

Emerging Technologies Trends in 5G Era
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Creating the technology to connect the world

Enabling massive capacity 
everywhere through 

Realizing the agility of software-
defined business through the

Igniting the new businesses of 

..enabling 
4th industry 
revolution

Ultra-
broadband

Cloud

IoT

e
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a
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“5G delivers extreme broadband, ultra robust,  low latency connectivity, and 
massive networking for the Internet of Things to enable the programmable 

world, which will transform our individual lives, economy and society.”
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Automotive

Health

Events and 
tourism

Industry 4.0

Mega
cities

Homes and
buildings

People
& Things

5G - Limited only by our imagination of the human possibilities
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Nokia internal use
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Modern networks need a 

Cognitive SON solution which 

is

- Context aware

- Surgical in precision

- Dynamic and adaptive to 

change

- Requires minimum human 

intervention

Solution

3

SON use case(s) 
selection

Objective setting

1
Objective Assess impact

Assess impact, 
rollback? repeat

4
Current state

Numerous data sets, 
experience-driven

2

“Am I 
closer to 
my 
objective
?"

„Which 
areas 
should I 
target 
next?”

?

Solution

3

Auto-mappedAuto-monitored

1

Objective Assess impact
Auto-verified

4

Current state
Auto-labeled

2

Human elevated to an observer

5G – Role of AI/ML in the Radio network
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E2E Security 

STAGE 1 - BREAK-IN STAGE 2 - EXPAND/PREPARE STAGE 3 - ATTACK TARGET

Privilege Escalation
Configuration Manipulation

Initial Compromise 
Steal Credentials

Detonate Attack
Prevent Response 

Malware Detection

Spear-Phishing

Secure Endpoints

Automated Response 
through Playbooks

Disconnect 
Electricity 
Breakers 

Security Management Console

Credential Protection

Credentials

Directory Server

Identity Access Manager

Audit Compliance

Detect Suspicious Behavior

Firewall

Firewall

Firewall

Router

Router

Router
Server

Server

Server

VP
N

Native SW 

Firmware 

Workstation

KillDisk 

Secure Identity

E2E Security : The weakest link breaks the chain
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Iconic use cases 

CSP business potential

CSP differentiation potential

Key technologies

Deliver the extraordinary

Security Management Console

E2E Automated Operations, Analytics & Response
Improve 

security team 

effectiveness 

70%

TCO savings 

over point 

security 

solutions

Up to 23%

Shrink 
detection time 
by

80%

Inline 

Connectivity 

protection

5-6x reduced 
cost/Gbps

Automated 

alarm 

management

10 Mill alarms 
down to 3K 

Reduction of 

infections by

50%

Team Sports

Multi-stage Advanced Persistent Attacks 

Example mega-event

We manage ‘The  security brand’ for 
your network and Enterprise services

E2E network security +

On-demand 
emergency Security across the cyber kill chain+

Team Sports

350k malware 
samples/day

101 days median time 
from compromise to 

detection

AI-powered attacks Data theft – Ransom –
Sabotage
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5 Smart Stadium

4 Immersive experience

3 Fixed Wireless Access

2 Video surveillance & analytics

6 Machine remote control

7 Assisted & autonomous vehicles

8 Cloud robotics & process automation

9 eHealth

1 Enhanced mobile broadband

What benefits and revenue opportunities does it provide?
Deploy use cases that leverage 5G performance
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Unimaginable Opportunities
The 5G Readiness Report

We’ve only just scratched the surface: the cities, hospitals and factories of the future depend on 5G and the unparalleled ability it offers 
to move, process and store vast volumes of data. Moreover, the biggest challenges we face as a society – from climate change to the 

pandemic – can be better tackled through at-scale use of the data and technologies that 5G will unleash.




